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Google’s DeepDream

What does a
network trained
to see dogs see
in an image
without dogs?

Initially it was
invented to help
scientists and
engineers to see
what a deep
neural network is
seeing when it is
looking in a given
image.
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Inceptionism
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What is AI/ML?

WIt.hOUt N p—
using explicit Input . Output
instructions _ 4 4
(LK O
relying on o .
patterns and XS & )
inference Al - Artificial Inteligence LS ) ’ '
instead ML - Machine Learning /)
DL - Deep Learning
NN - Neural Networks
FDA defines ML as
f = “...techniques used to design and
% — = ; train software algorithms to learn
: L R from and act on data...” “...when
L= intended to treat, diagnose, cure,
R o it P < /
R S mitigate, or prevent disease or other

conditions, are medical devices...”"
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Why now? What's different?

Different from conventional algorithms ML applications

Wikipedia Recognition, categorization but not procedural

Not,..

“‘without using explicit word processors

instructions, relying on email clients

. multimedia players
patterns and inference video games
instead.”

Why ML now? = Challenges
Compute power/$ ;\ v [ Apocryphal, tanks or clouds?
Since 1984, i =
‘ =cTssssscs Verification, local minima
Processor power | N
Up ~1,000,000X a3

Overtraining (remembering the answers)

Data storage

Prove “Ground truth” (vs. gold standard)
Up ~5,000,000X
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The Regulatory Problem

ML products with algorithms that continually adapt

based on new data require a new pre-market submission (510K).
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New from the FDA

April 2, 2019
FDA proposes regulatory framework for modifications to an Al/ML

https://www.fda.gov/media/122535/download
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FDA's Proposed Framework

Thumbnail description:

FDA allows trusted manufacturers to make
pre-approved changes if they follow a

pre-determined change control plan.
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FDA's Proposed Framework

In a nutshell,

FDA allows trusted manufacturers to make

lg 'l /
pre-approved change§ if they follow a ™\
—
pre-determined change control plan
_
or, \L m

FDA allows changes to an ML-enabled SaMID with an SPS using ACP in a TPLC.
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FDA's Proposed Framework

Integrated Computer Solutions Inc.

Software as a Medical Device

SaMD Pre-Specifications

Algorithmic Change Protocol

Total Product Life Cycle

SamD

( phone, laptop, tablet )

( this is what’s going to change )

( how the change is controlled )

( Software Lifecycle that includes data)

SPS ACP TPLC
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SaMD

Software as a Medical Device

= Software that runs on a generic computing platform (computer, mobile phone, tablet
computer)

= "software intended to be used for one or more medical purposes that perform these purposes
without being part of a hardware medical device.“(IMDRF)

= No specially made hardware, doesn’t control hardware motors, sensors, switches

SaMD Examples: Viewer for MRI images, ECG app, radiological image analysis (Computer Aided
Detection)
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SPS & ACP

SPS — SsaMD Pre-Specification

» Anticipated modifications to performance or inputs or intended use

= A region of potential changes, around specifications and labeling

ACP - Algorithm Change Protocol

= Plan to control risks while making changes

= Step-by-step process
= Data management
= Re-training
= Performance evaluation
= Update procedures
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TPLC — Total Product Life Cycle

A Cluster of New initiatives from the FDA
= TPLC (Total Product Life Cycle), 2017
» Pre-Certification Pilot Program, 2017
= DHIAP (Digital Health Innovation Action Plan), 2017

TPLC
= A regulatory framework
= 4 principles:
1. Quality systems and good machine learning practice (corporate reputation)
2. Initial premarket assurance of safety and effectiveness (premarket review)
3. Approach for modifications after initial review with an established SPS and ACP (change plan)
4. Transparency and real-time monitoring of Al/ML-based SaMD (PAY ATTENTION)
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TPLC on an Al workflow

Data selection and
management

Model training
and tuning

Culture of
Quality and
Organizational
Excellence

o Performance evaluation
o Clinical evaluation

Premarket Review of SaMD Pre-
Assurance of Specifications and

Safety and Algorithm Change
Effectiveness Protocol

Model monitoring

-z

Legend Real-World Performance

Monitoring

l Al Model Development I Proposed TPLC Approach
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FDA'’s Pre-Certification — A Reimagined Approach

IMDRF - SaMD Types
Landscape/Scope

e.g. lower-risk software,
certain modifications Commercial
Distribution &
Real-World Use
\

Based on |
SaMD Risk +

Pre-Cert level

25

Streamlined

Real World
Data
Collection

Software Precertification Program: Working Model — Version 1.0 — January 2019
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FDA'’s Software Precertification (Pre-Cert) Program

Organization-Level

Analysis
Product-Level &)  Excellence Appraisal
Analysis

Demonstrate a

Real-Word & Orpanizational’
Performance
Excellence
Pre-Cert Total
Product
Verify SaMD’s : Lifecycle (TPLC)

@ Review Determination
continued safety, ‘

effectiveness, and
performance

Define product
claims

Verify org’s commitment
to culture of quality and

Streamlined Review
organizational excellence

(if required)

Product reviewed to determine
reasonable assurance of safety
and effectiveness

https://www.fda.gov/medical-devices/digital-health/digital-health-software-precertification-pre-cert-program
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Old-way vs. New-way (Pre-Cert)

Evaluation of Premarket Submission Elements throughout a Total Product Lifecyle: Traditional Pathway vs. the Pre-Cert Pathway

Premarket Organization-Level Data 8
. I { Postmarket Data
colischusd during Biatallencs Apariltal . Premarket Product-Level Data &

Traditional Pathway _ In the current pathway, the majority of evidence is collected
via a premarket product submission

e Cover Letter, Declarations of conformity, Vertical Standard,
" Trust and Accuracy Statement, etc.

Device description / intended use _ Description, Indications for Use / Claims, Population,

Product Demo, Substantial equivalence comparison, etc.

Labeling _ P:oduct Labels, Performance claims, Instructions for use,
etc.

Performance Testing (not V&V) T Clinical Algorithm, Clinical Performance, Device

Performance, etc.

— Administrative Elements

Pre-Cert Program
A

Software & Cybersecurity . Level of Concern, Revision History, Software Firmware
Documentation Description, Risk Analysis, Requirements, Verification &
Validation Testing etc.

Software Precertification Program: Working Model — Version 1.0 — January 2019
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Key Concepts Governing ML Risk

3 categories of modification ( SPS, pre-certification)

» Performance - clinical and analytical
* [nputs - new training
* Intended use - based on risk categorization by IMDRF

ML Risk vs. reward

Algorithmic Dynamism:
Locked e.g. quarterly, monthly
Unlocked i.e. immediately
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The New De Novo

510K, advanced, but not too advanced. ML is a big step up in technology.

FDA has streamlined the ‘new product’ path, De Novo

For example: Apple Watch went the De Novo path (vs. the regular 510K path)
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Anticipating the future

Taking a step back,.
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Anticipating the future
Perspective

Where is the FDA in this process?

Discussion & Feedback (April 2019)
- draft guidance
- final guidance
- regulation

Neural Net technology is 30 - 50 years old, but only enabled for last 5 years

Risk vs. reward. = What kind of problems justify this?
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Anticipating the future
Observations

What has been approved/cleared?

Several locked algorithm, i.e.

1. detecting diabetic retinopathy, an eye disease that can cause vision loss
2. alert providers of a potential stroke in patients

No unlocked algorithms
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Anticipating the future
Guesses

What will drive need?

» High benefits — doing what humans can’t do
» Low risk — convenience but not safety

= Economics

What can we expect?

» Extension of the framework to cover more algorithmic dynamism —in line with good
benefit/risk tradeoffs

»= More reliance on proxies for reputation
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Thank You
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® Artist_Last_name, First_initial. Middle_initial. (Year). Title of image/artwork [Description of format]. City,
State_abbreviation: Organization or Agency.

® And here's an example:

® Wyeth, A. [ca. 1951]. Roaring reef [Digital image]. Retrieved from

http://americanart.si.edu/collections/search/artwork/?id=33040
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Key terms

»SaMD Software as a Medical Device 9 Software on a computer/iPad/iPhone used
asa MD

= SPS SaMD Pre-Specification - What you’re gonna
change

= ACP Algorithm Change Protocol - how you’re gonna
test it

= TPLC Total Product Life Cycle - you have a good
process

" GMLP Good Machine Learning Practices —> all of the above

= Pre-cert program FDA’s Pre-certification program —> organizational
reputation
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Recognizing ML algorithms

= Correlation not procedural

= Human is better than a machine
= Success is not well understood

= Huge data set

= Evolving input

* [mage analysis
= As good as a specialized human
= Better than human
= Types
® Known, ground truth
® Ground truth is a big deal — only as good as the data — curation is critical

= Diagnosis using heterogenous information
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Machine Learning, a Critical Distinction
Two types of ML

= Locked — not learning

= Not-locked — learning
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FDA Basis for Judging Machine Learning
Reimagine approach for premarket review

Assure safe & effective

New Total Product LifeCycle
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Product Life Cycle
Reimagine approach for premarket review

Assure safe & effective

New Total Product LifeCycle
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FDA’s TPLC approach — (Total Product Life Cycle)

= Before ML = After ML
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